Vulnerability Disclosure Policy
Helm & Nagel GmbH

Purpose

1. To establish a clear and safe process for external security researchers and
individuals to report security vulnerabilities in company systems, products, and
services.

2. To ensure that vulnerabilities are handled in a coordinated and timely manner to
protect the company and its customers.

3. To foster collaboration with the security community and demonstrate the

company's commitment to security.

Scope
This policy applies to:

The company's SaaS platform and web applications

Company APIs and integrations

Company mobile applications

Any systems or services operated by the company that process, store, or
transmit company or customer data

This policy does not apply to:

e Third-party services or systems not operated by the company
e Vulnerabilities requiring physical access to company facilities
e Social engineering attacks targeting company employees

Policy

Reporting Security Vulnerabilities Security researchers and individuals who discover a
potential security vulnerability in company systems are encouraged to report it
responsibly. Reports should be submitted to:

e Email: security@helm-nagel.com
e Subiject line: "Security Vulnerability Report"

Reports should include:



A detailed description of the vulnerability
Steps to reproduce the issue

Potential impact and severity assessment
Contact information for follow-up questions

Confidentiality and Safe Harbor

The company is committed to working with security researchers in good faith.
Researchers who comply with this policy will be considered to be acting in an
authorized manner under German and European law. The company will not pursue
legal action against researchers who:

e Actin good faith and in accordance with this policy

e Make a reasonable effort to avoid privacy violations, data destruction, and
service disruption

e Do not exploit vulnerabilities beyond the minimum necessary to demonstrate the
issue

e Report vulnerabilities promptly and maintain confidentiality until resolved

Prohibited Activities

While conducting security research under this policy, researchers must not:

e Access, modify, delete, or exfiltrate data beyond what is necessary to
demonstrate the vulnerability

Execute denial-of-service or resource exhaustion attacks

Conduct testing on production systems that could impact service availability
Use social engineering techniques against company employees

Violate any applicable laws or regulations

Disclose vulnerability details publicly before coordinated disclosure

Company Response Process

Upon receipt of a vulnerability report, the company will:

Acknowledge receipt within 5 business days

Provide regular status updates on the investigation and remediation
Work to resolve critical vulnerabilities within 30 days where feasible
Notify the reporter when the vulnerability has been remediated
Recognize the reporter in security acknowledgments (with permission)



Coordinated Disclosure

The company practices coordinated disclosure. Reporters are requested not to publicly disclose
vulnerability details until:

e The company and reporter have mutually agreed on a disclosure timeline, or
e 90 days have elapsed since the initial report

If remediation requires more than 90 days, the company will communicate transparently about
the timeline and coordinate an appropriate disclosure approach.

Out of Scope Findings

The following are explicitly out of scope and not covered by this policy:

Previously reported or publicly known vulnerabilities
Vulnerabilities in unsupported or deprecated versions

Issues with no demonstrated security impact

Descriptive error messages without exploitable vulnerabilities
Missing security best practices without proof of exploitability
Reports from automated scanning tools without manual validation

Recognition

With the reporter's consent, the company may publicly acknowledge individuals who report valid
security vulnerabilities in:

e The company website security acknowledgments page
e Security advisories or bulletins

Bug Bounty Program
The company does not currently operate a paid bug bounty program. This policy covers

coordinated vulnerability disclosure only. The company reserves the right to establish a bug
bounty program in the future.

Exceptions

Requests for an exception to this policy must be submitted to your manager for approval.



Violations & Enforcement

Any known violations of this policy should be reported to your manager. Violations of this policy
can result in immediate withdrawal or suspension of system and network privileges and/or

disciplinary action in accordance with company procedures up to and including termination of
employment.
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